Guideline - Setup for Multi-Factor Authentication

Prerequisite

Microsoft Authenticator app installation is recommended before beginning the mobile
device MFA client setup. The Microsoft Authenticator App is available for mobile
devices on both Android and iOS.

Device version requirement

LAY
i0S: Requires iOS 17.0 or later ’ "'
Android: Requires 8.0 or later

https://www.microsoft.com/en-us/security/mobile-authenticator-app

Enrolling in Multi-Factor Authentication (MFA)

1. Openyour computer browser and login Multi-Factor Authentication setup page
with your Academy email account: https://aka.ms/MFASetup.

ttps:/flogin.microsoftanline.com/common/oauth2/v2.0/authorizezclient_id=19db86¢3-b2

ﬁ' The Hong Kong Academy A
B Microsot ] ; Hh it ASA
Sign in

chantaiman@hkapa.edu|

Please sign in with your Academy Network ID, e.g.
s20chantaiman@hkapa.edu
Can't acoess your apoount? 312345.stu@hkapa.edu and password to proceed.

chantaiman@hkapa.edu

« For assistance, please cal IT Help Desk at 2584-
8737.
« Click here to change your password.

@, sign-in options

2. Press Next button until showing “Scan the QR code” page.

ttps://mysignins.microsoft.com/regist

https://login.microsoftonline.com/login.srf

B Microsoft

B2 Microsoft

Let's keep your account Install Microsoft Authenticator

secure

We'll help you set up another way to verify it's you.
Use a different account
Learn more about verifying your identity

Next
Install the app on your mobile device, then come

back here to continue.
—oron 2 omniond on the
P GooglePlay @ App Store
Set up a different authentication app

Other option
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»s://mysignins.microsoft.com/register & https://mysignins.microsoft.com/registe:

B Microsoft

¢ B% Microsoft
Method 1 of 3 €
Scan the QR code

Method 1of 3

‘ Set up your account in app

If prompted, allow notifications. Then add an
Can't scan the QR code? account, and select Work or school

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account

Then come back and select Next.

Other options Other options

3. Open Microsoft Authenticator App on your mobile and press QR code button.

= Authenticator @ A

A X

n
Authenticator Verified IDs
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4. Scanthe QR code on your browser by Microsoft Authenticator App of your
mobile and it will auto load your Academy account into Microsoft Authenticator

App.

Scan QR code Scan QR code

Your account provider will display a QR code Your account provider will display a QR code

Enter code manually Enter code manually
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MFA mean Login with Password + different authentication methods

1. Authentication methods currently accepted:
o Approve by MS Authenticator App
o Collect verification code via MS Authenticator App
o Approve by another authentication app (non-MS Authenticator App)

B Microsoft

Ender approve code by MS Authenticator App

Verify your identity

Approve a request on my Microsoft
Authenticator app

123 Use a verification code

More information

Are your verification methods current? Check
https://aka.ms/mfasetup

Collect verification code via MS Authenticator App
Cancel
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Approve by Microsoft Authenticator App

1. Open Microsoft Authenticator App to approve sign in.

B8 Microsoft

Approve sign in request

Open your Authenticator app and approve the
request. Enter the number if prompted.

48

Are you trying to sign in?

Didn't receive a sign-in request? Swipe down to The Hong Kong Academ

refresh the content in your app.

Enter the number shown to sign in.

Don't ask again for 90 days

|Enter number
| can't use my Microsoft Authenticator app right now

More information No, it's not me Yes

Collect verification code via MS Authenticator App
1. Open Microsoft Authenticator App to collect one-time password for verify the

login.

BS Microsoft
&«
Enter code

[z Enter the code displayed in the Microsoft
Authenticator app on your mobile device

Icode
WAYS TO SIGN IN OR VERIFY

@ Sign-in notifications Don't ask again for 90 days
Approve a sign-in request on your phone
More information
One-time password code

© 932 124 o
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Add Sign-in method by another authentication app (hon-MS
Authenticator App) to implement Multi-Factor Authentication (MFA)

1. Openyour computer browser and login Multi-Factor Authentication setup page
with your Academy email account: https://aka.ms/MFASetup.

login.microsoftonline.com

3/Z, The Hong Kong Acad
e Hong Kong Acadery A\

B2 Microsoft ‘ﬁ s sin i ASA

Sign in

chantaiman@hkapa.edu|

Please r Academy Network ID, e.g.
S20ch edu OR
212345.stu@hkapa.edu and password to proceed.

=

Q s . « For assistance, please call IT Help Desk at 2584-
ign-in options

« Click here to change your password.

2. Add sign-in method with your preferred authentication app and the following
sample with Google authenticator.

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

+ Add sign-in method

[=] Password © Last updated;

a month ago

3. Click Microsoft Authenticator, then click set up a different authentication app.

Add a sign-in method X
Install Microsoft X
) e e e ot Authenticator

Hardware token

% Phone
Get a call or text to sign in with a code

% Office phone

Get a call to sign in with a code

Install the app on your mobile device, then come
back here to continue.

Email
8 GETITON 2 Download on the
Receive a code to reset your password '
Google Play ¢ App Store
App password [ Set up a different authentication app ]

Learn more about each method to help you choose
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4. Openyour preferred authentication app, then click Next to continue the setup
flow. And you need to use your preferred authentication app to scan QR code
before press second Next.

Scan the QR code X

Set up your account inapp X

Use your authenticator app to scan the QR code. This
connects the app to your account.

Then come back and select Next.

Start by adding your account.

Can't scan the QR code?

5. Enter the 6-digit code from your preferred authentication app, then click Next to

complete the setup flow.

Enter the code X

Enter the 6-digit code from your authenticator app.

999999

@ Authenticator app added

Use codes from this app the next time you sign in.

Done
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